
Things to Think About When 
Setting Up A Remote Workforce

The COVID-19, or novel Coronavirus, situation has brought into relief the need 
for a robust, well thought out work-from-home policy.  Every situation will be 
different, from natural disasters to interruptions caused by construction or 
remodeling. And regardless of your level of remote staff  compared to your total 
workforce, there are a few things to keep in mind:

Equipment: 

  Do you have enough hardware for the entire workforce to be remote, if needed? Not just 
laptops, but peripherals such as power cables, cameras, monitors  and other supporting devices?

  Do you have a plan to get replacement items to staff if needed, and your storage or workspace 
is inaccessible?

  Do you have a VPN with enough bandwidth on your network to handle an all-remote staff, 
especially during peak usage periods?

  Do you have monitoring and disaster recovery protocols in place?

Software:

  Are all your licenses up to date and patches installed?

  Do you have antivirus software installed on all machines?

  Does your staff understand how to install upgrades and system updates?

Staffing:

  Do you have a work from home policy?

  Do you have a bring-your-own-device, or BYOD, policy for employees who may wish to use their 
personal computers or peripherals vs. ones supplied by you?

  Does that policy cover security provisions such as WiFi and Firewall requirements?

  Is your staff trained on phishing schemes and other security measures?

A little foresight and planning goes a long way toward helping a team be ready for an unexpected 
interruption in regular office hours and procedures. If you’re lacking in any of the above areas, create 
a team tasked with building a plan, and then seek input from the entire team once that is developed.
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